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A Framework for the Protection of User Behavior Preference
Privacy of Digital Library

WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong

ABSTRACT

Although providing great convenience for users, digital libraries result in users’ serious concerns on personal
privacy due to their more and more untrusted server-sides. In fact, users’ privacy concerns have become one
of the major obstacles to the development and application of digital libraries. In digital libraries, user
privacy can be divided into data privacy and behavior privacy. Compared to data privacy, the protection of
behavior privacy cannot be solved by using traditional privacy protection methods, because it is not allowed
to change existing information services in digital libraries. Thus, it is more challenging to protect users’
behavior privacy in digital libraries.

The purpose of this paper can be described as follows. Aiming at various kinds of online behaviors (i.e.,
service requests) issued by users in a digital library, we aim to construct a unified framework and model for
behavior privacy protection, so as to break the limitations of traditional privacy protection methods when
being applied to digital libraries, i.e., to ensure the security of various kinds of behavior privacy on the
untrusted server-side, under the constraints of not changing the existing platform architecture and service
algorithms of a digital library, and not compromising the accuracy and efficiency of information services

supplied by the digital library.
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In this paper, we first design a basic framework for user behavior privacy protection in a digital library.
The basic idea of the framework is to lay a middleware ( running at a trusted client, which is used to
implement a privacy protection algorithm) between a library user interface (running at a trusted client) and
the library services (running at the untrusted server); then, for a service request (i.e., a user behavior)
issued by a user, the privacy algorithm would construct a group of high-quality dummy behaviors, and
submit them together with the user behavior to the untrusted server-side, so as to cover up the sensitive
preferences behind user’s behaviors. Based on the framework, we then present a behavior privacy model,
which formulates the constraints that ideal dummy behaviors should satisfy, to provide a reference for the
privacy algorithm running at the client for the construction of dummy behaviors. Finally, we discuss the
design and implementation of the privacy algorithm, under the model framework of users” behavior privacy
protection.

Both theoretical analysis and experimental evaluation demonstrate the feasibility of the framework and
model proposed in this paper, i.e., by constructing dummy behaviors of semantically irrelevant categories,
the significance of users’ sensitive preferences on the untrusted server-side can be reduced effectively
(thereby, resulting in a good cover-up effect); and by constructing dummy behaviors of highly-similar
feature distributions with user behaviors, it is difficult for attackers to rule out the dummy behaviors
(thereby, resulting in a good mix-up effect) .

This paper is the first research attempt to the protection of user behavior privacy in a digital library. The
privacy framework proposed in this paper can ensure the security of user behaviors on the untrusted server-
side, without compromising the availability, accuracy and efficiency of information services in a digital
library, resulting in a positive significance to the development of a privacy-preserving digital library.
However, this paper only describes a privacy framework at a high level of abstraction. In a digital library,
there are various forms of behavior privacy (such as recommendation behavior and retrieval behavior) . As
the future work, we need to further study how to design and implement the corresponding privacy protection
algorithm for each kind of user behavior. 5 figs. 1 tab. 25 refs.

KEY WORDS

Digital library. Behavior preference. Privacy protection.

WAL R P J7 I  : OA N GORHE AL, (55 B
BRI BEEL (A B 3k ) FIHE 5t B BERA (An iR
i) 5 AT b B, RSt FH P13 40 i 55 s (am

0 35

il

B 2 AR % I 2615 B RO g i K
Ji By P AR B4 R U A B W A il AR
ST H AT A B A, SR TR 4
PP oA B AE A A4 [ s, 807 [T 5 4 TE AR
AR AN TTAE ", AT 5 | 5 K0 B 5 5 P
A NBEAAGE A i AR ) T P B AL 2 4
[F) R L B Ay o) 240 5 P 5 0 o 5 o P ) 2 2
Btz — L B B P R R

A5 SE e 55 A Mk 55 HERE IR S5 25 ) , P AT
S (BRA538 R ) 15 I I 23 35 1) 24 i 4 BeURA (A
Vel 330 Y17 265 P P Ml e 1 P AR 1)) LT
Forp, BORHEGFA 22 4 [ RU AT 3 2o S0 n 8 H R
B fi ke, RIDES P BRI 4 5 A7 ) K
FRARHAR S & b XA R E AR S 82,
HELABEEAE" S L SR, N 5 v AN T
T it B AL, PR A 1 45 68 IR 55 5 2 IR 55 4% 52

2018 £3 B March,2018



?@Q%ﬂ‘#ﬂ. Journal of Library Science in China

FE WM AT R 2 AR IR 55 4% PR TG vk« 52
{7 FH P RSG5 R, i A5 IR 45 J0 1% 164 7 34 4L
SERCO S R, AT A kR A A
PR R AT & B — B R E
4[] 8

R R S 2 2 IR A
WS I A5 0 P B RA A fep 2 B AR
FE BRSO 1 i B BB 7E — B R BE ARy
oA, (R FFANRE AR AR I i iz o) i, B 2
T EER M E AR S ARk,
B AR I i e T e AT
FEAREIRA B Z R%, 3 B e 018 L4 %
BERHGAD B R EAT WAL, AN B R TT
EMIREE T B P R R &R, (5 B R 2%
TEF O AL T IF AR R RENE
B FA I 2% R | 55 A e B R Fi B 4 AR
PUTF T B34 43K 26 07 0k 19 1 AR A 0, 43 HT e
B B AE o R R DR AL F A
SR AN AR, (A AT R X R 55 2
AL DR B AR B Y AR R
AMEBRREAR T R ARARE RS
T A RN A 20 B9 1) SR, L SR B A I 55 40 iy
B M 55 S, DI 5 | R 2 A 5 B (9 B A, B
T AR B A AE A i el F . @RS
598 75 R 2 4 T A O 3 B3 kO H — Ak
B ok =W &M P ORI I 0 AT o B
Y TS TR AT RO %
of W 5 B VA M 2 s ol — s £F TS M), RV HL R
PRI LU AR 55 T it S A A 0 LA 1 2 45 (]
TR TR, @F 2 b ASEH R
PP A Y — R ROR | 3 i B sl
FIB SRR, SRR P DA 55 B 4y 4 75 XA
Y R E ARV AR 2 2] T
VFZIREE, Josyula %57 Fll Narayanan 257 204
TEAME AR BB RPN R, IFH TR
UERR, Z55R0HA ) 1 4 AL AR R 9
BT M DR IE T, B AR, S
PR — BB SR T P A S 4 SR I A BB 5

EEm+mE £ =mMHE Vol 44. No. 234

TS5, BT LA, 24 A B RA PR3P B A LA 250
ST A3

Zi BTk, A P B GR I R I AN R
BN B P A B B RS MERR A
EVERETT ATIIG 6 A2 K7 P 1540 119 52 P B2
R o BAR RO R AR AT O i 4 B AA DR 4P 5
Y B AL LATR JLAS D5 T 25K D8 AR
F1 R BEAATE AN AT 15 IR 55 % i 1) 22 4 1 5 )l £
IR 55 4 R B HEA 1, BXS LE S LABR AL PR A 5 12
RIS , PP 2005 ) die 2 IR 55 45 2R — B0 A
TR A SR S5 0 S, BB FALR 47
TR AN A R 55 s i 64 A 55 Bk AN o B ALAD
BEAF S AN 2 060 T I 55 19 A P 2003 ™ A
WFRW , A, ASCHIIESE H AR B X R
PR AR B 2% 2647 0 M 8 — 94T o i B
AL PRAPHE RS | A7 2 S E AT B AL PR 3P 42
ARAERCT I A5 10 b 64 0 R R BEAE AN B0
A B B A3 1 5 284 A s BUA 1 R
55 Sk AU A IR 55 AR RN U IR
FRCRIETEL T, 0 PR 25 28 HT P 47 h i 2 B A
TEATTE R S5 f i 64 42 AP . AS SR X80T
PR B0 7 AT 8 D 4 B R PR 3 ) 1 O E 9 2
T, X R 10 245 A P R RA 2 A i B
AR HA B S,

1 REIEZE

RO B A AR O R0 5 BUIR 55 (L 45 . B 433
BORR TS MR 55 | D AR A5 HERE AR A5 S TR
o PRIk L i 55 IF, JH P 1 S A 5 i A A 5
TR, M55 A5 AR T SR #5417 (9 K0, O i P 4 fit
FHRL P 45 2 55 o 8 207 P AR 0 T, Al 55 i S 2
ARMER, BRI A R EE AR, Hik, 2T
PP AR 5305 5K, AN AT A5 I 55 il Lo o
0 68 i 4, TG 3 BOH AT B AAE R . P 1
GG —A>FL A 1] 5000 58 AR 55 S 4] ( BRI P )
YE AR B AR IR A3 ) R T AR SCR AT
FAT R B AL DR AP R A S ZAE SR — A



REKR

235

AEE BRRA.HFEBEBFNTARERAMRIFER

WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong: A Framework for
the Protection of User Behavior Preference Privacy of Digital Library

TR 45 58 i 1 — 4L £33 7% P o 4L,
SRR b L T SRR AR, (D P
B D34 ™ S A Sk S P13 g, 55
BORLFI BT R T | G % B AL 4
PERIR 5 580 HE S5, 42— 4L BB B 1 Bl
K ayay, a0, SRIE AL DT RIS 5k
VTP 2007 I 25 7K a, , LA BEBLYC 458

25 Ry P A5 U 1) e 55 2 i, 2 i) AR IBCRR I Y 41
FMES5 . Q% 7 I 14 e 55 235 SR 18 ¥R 7K DA
S5 AR MG ey ry oo, (CEEP SR
BLF AT @, BIBRSS S5 ) Bt 1 X0 L P
110 ay BIRRSFEE IR r,, IR 25 3 Al £ AR 55 25
Heryry e SRIE K rg M IRZ RS 45 R
45 % P AL

THEE P | FTERABR
R
R o/v R P 947 A M : Bk S
LORR: LEE
A I ik o t | k. Hxame
4T H | |
U pEvEmsyE| | |0 i
e | wE&GEHSTE
HF B ‘Q’\ MALRESSE || | z[ﬁ;mg@#%ﬁ
PR | EFAERSAE
ArEERIRY | g

E1

M EIR RGeS ] LU O P B AL R
P75 RS W55 e I 3 55 A g P s AR
W], PR, AN AR B 80T B B AR
Ha) 5 MR 55 5% ity T 3% [ ) 245 R 0 9K 2 P L 5
I 55 G5 SRR AR | DRI, A ok FH P IR 55 45 3R Y
R ;D51 A RS FAR P 7 T 7 35 W #) IR 55 1
RE T R e M A 5 T P ATy 9 Bk I 55
PEREAUJG AT 2, A 22 B 3 AR A 55 AR . A B
RARGAGE O] AT < D AT WA 3 F A T
AR S5 R G E B, REALAR A Dh AT o i
OGRS B EUBOE R (A 5 Bt IR )
) HMELUA RO T P AT B R R
WAL LA T, 55— P R A &
SR B A MR R AR, i, 5 E
WH TR B o — 4RGN 3R 5E
P2 P30 B3 s, 0 2R 0 iz P 43 Y SO
SRR IS RSO AR SR AE , X
AT LABEACH 2 B AW WD R P R, 5
DR E AT O A P s AT e 22 1) B A AR A Y
OIS A, P AR — Bk 1a] g R

Y EHIERA AT ARFRARIPES

BRI U A A [ LAY A (AR )
T BEALAE G DA AT S A BLAT S Rl RRAE 12 224
ik & 4 b TR U O AT, B =
FIERNAT O 2 18] H AT AR o B i SRR
A, P AR — B T A4 3R 00 B < S0 2k
P G SEAT ), D A0 3 0 D) 152+ S0 2R
BB (BT 0) o MRENLA U 2 2K 01T 2
A HAT Bl OORIRYE . 510 N 1 R 47
FUEAA, DA T AN BE S T SRR B 25 (/I
AN AE B TR el 2 R R A R AT 200 ) AT O
o e P SRR 3 O < SRR B R4 0
RBELE B TR AT S %20 el 2 i
FARHHABZE R, A B IE /Y, P Bl 5 A
PUI AT A e RE B b A5 3 P i 4 SR 3R O
b2 M HE o

i LRI, BRAR O AT 0 EC RO BE T BE
“DABGRLEL” , 8 36 H SOg P 5 f 4, LA R
RLUFWA A O5 P BT R s A
45 FEARBLAR) 73 A1 FEAE (BAR L 15 B AT O 22 1]
TR AR | TR) 2647 DA PP 91 =2 () ) 256

2018 £3 B March,2018



?@Q%ﬂ‘#ﬂ. Journal of Library Science in China

RRIEARALYE , LKA 6] 2647 9 2 81 22 [0 14 5% Bk
FHIEARIE ) | LA RO TR 78 TP 32 58 i FL S K
PR 5 R Mo A5 i T vk HE R 28 O i 55
TR (RPSEEL FLBOfERE” 19 FLAR) s @5 TP i
S LR LTE G, LA Rt 4 = P ORI A
i -, AR P U D 4 A A R A5 IR 55 i S 19
FPE R (M DUMRELE 19 AR o

2 [BFARE

SEFHISC R GAESL, A/ 8 S — AN T 7]
B B BAE P 0947 I war B A AR AP AR, i
T SCAMAT AT A1, AR R AT A e B N < L 1w
B (RS H AT R E SRR AEARRL) |, BE < DU EL
B0 e FH P O R P A (B RE A R I
AR AEATE IR S5 S i 1) 2 8 AR ) . WUk,
PEBUE e SUAT R i (8 SC 3.1) VI B 41 2
(GESL3.2) R it — 25 78 AT Ry i i 2 6 2
(58 X 3.3) , B A 5 h A7 St P S0
A 26 A5 (R AL S5O0 ) 885, 8 L
T3 RPN 03 AL 3% SLARAE N SC R AE (o
3.4.3.6 F13.8) , LA R A ZRRAE 22 8] i A 4RI 1
(GEX 3.5.3.7 #3.9), LIERILE BTN F
Xt F AT R 50 (0 TRV R (BRI 31 B A
Bl s e BT RNE R &, — 228
FAbE S P B3 O ik i 2B i BAR A O
A7 R 7 R (R 20 R 2% (58 X 3.11)

BN 3 (AT ARG )  ARRITA A REAT R
ALY 23 (8], PR T A T RE s 4 4 A A 4 18
BETEITH a e AT EME p e P, B2
B & B A IR M B EL Re(a,p) : AXPHR™(R”
FORIEIED) AT H o W5 T A& M IFE A
HITE S o HRWMGAR, BN P(a)= {plpe
PARe(a,p)>0|, Friv Bl 0 I T B2
[EPH 5170 o 2 BER/ NG g (AT 87 SRR
H0),

B S 3 2(MRAFHIEE ) AT T H 58 H 2T H
FH P e — BERSIR] PN & S B 2R 51047 SR T 4L i A et

EEm+mE £ =mMHE Vol 44. No. 234

FF5, AL p e PRTAEREITHITH] A 1
I 72 SR AT RIP A A RS RS p AT
MEE LB Fr(p,A)=1{alacANpeP(a)ll,
AR D Sf A BE (B, i 4 p 547 P51 A 11
FHOCRE B

T3 3(MEFRERIE) B EE L peP
FUEZAT AT A il p RTATHITH A (5%
H T S

exp(p,A) = Fr(p,A)/Z | P(a) |

éﬁﬁffﬂ?%ﬁ?ﬂﬂ?ﬂ%l%/ = {Al sA27 ,A"} )
TR p K TAT HIFIEA I REEE T E S
exp(p,A") = X Fr(p,A)/ Y, 3, 1 P(a) |

WK RET p XTFATHIFIIEA R FREE
A, B A A3 AT p 9 7T B BRI
BIA'XT p MRS RCR 0BT . PRtk AT e L
3.3 Ak i & D AT Sk X P S50 Al - 1) 4 5
RO, B LN TR AT R T SRR
LA BT Ry Z 18] ) 43 A0 FRAE | [R5 AT R 91
Z IR SEARAE , L AR R 24T R 7 91 =22 [6) 11
RIRRHE , ST SEBL FLAROUE S 1 B Ar, 3148
PIANAT RS TP AT A B R AR AE A
UEE . M, B 23 500 78 SUAT O P 9 ) 3
FRAE (A3 A RRAIE 3 SRR AF RS B4R A ) B H A4
FEAHRIE , DU 28 B AT R TSI F R |
PR H BB R A L BE . LR, B e 4
A7 R o3 A A B LR AR AR E S

FE X 3.4 (1T A T FRAE ) « Sh AR EAT N
ae A, LEIA AR 5% 78 H B A G |
TR AR RELTT 2 LR F (a) : AR E
R EFTH o BRI . BE T M ] X 4
FRAE CBIVAT XA AN AT R BRRAE ) 354 m T, &
MK et Fi(a) , F5(a) -+, Fl (a),
WIFT R a B 40 A5 F5 AF AT 3@ LLF i g i
F'(a)= [F(a),F5(a),--,F(a) ]

FE 3. S(AT R ARRRAEA LN ) AT R IAT
FFF A, = (ajay-al) T AR BT A5
Ap=(alas---al) B A FRAEAR AR | WT 3 5 B



REKR

235

AEE BRRA.HFEBEBFNTARERAMRIFER

WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong: A Framework for
the Protection of User Behavior Preference Privacy of Digital Library

EATTAR I 3 A R 18] ek 2 8] ) SCAR-RAEAR L
PEOASE R, B

1
sim’(A,,4,) = 7ZEJ<F"<a;>,FP<a2>> =
k<n

1 (a,) - I (a})
noiz [P a) IF + 1 (a) [P - F(qp) - F'(a))
ARV TF 5 A R AE, AT R 3% SR =46 P
B B[R] P9 T & /2 109 [ 2847 20 22 [ 4 4 G
REAIE (i — B B[R] P P AT RE 2 4 2 b ) B
JIASRF L 2 E A5 ) |, 2 TRk
— AT N I RO IE R LR, LU,
B A e SUAT R 1 SERAAE B R TE AR |
FEN 3.6 (1T RIESLRRAE) . AL BAT R
ae ARUTEAT HIFS A e 2® W4T H o 36 T47
B A B FE ST R AT E XN F (a,A)
Ax2*R* ) IBFEH A BIHT m AT N BT Y
TN A" = (a,) ), JWETRHIFH) A= (aya,--
a,) YL AR AT @ 1 LT R R F(A)
= [F*(a,,A") ,F"(a, ,A*) =, F"(a,,A") ],
FE S 3T (AT A HESARIEAR I ) R E AT R
JF5 A AT IX 433 S2RAE (BRI AT X A R [ AT
FEHN SRR ) JEH m I, BT SRR 1)
IR F(A) Fi(A) - F' (A) , AEEH
T RIPHN A, KT AR FLSEAT N T H A, 0935
FRAEARAIME (A, A1 A, BAEMFEKEE) , ol B
T TTAR R 34 SR ARRAE ) 22 A Y ) SO RAEAE
MR TE AR, JP
i (4,.4,) = X EICFA(A,) FL(A,))

k<=m

BT AR S P B A 55 RT3 DA LA
UL PRI B 55 A R 55 | Bl 12 e 55 9
MRS 55 . AREEE 1 /NS T R A B T RIE
PUT R I  R B E A P B SRR ST
FHP A — B 18] AT 25 A ) AN ) 26 55045 b 7 47
Z Il 2 B AR A R AR AR 5S4 (AT
RRIEHEAE) o LUT B 20U AT o BRIl
B FFIERA I o

TE X 3.8 (AT HRERHFIE) 47 EALEAT N o

@ W https ://en.wikipedia.org/wiki/Jaccard

e A, FIHABERIMERIT AT A2 (A, 5
A,y JETARZGN, anx) YE A7 S F B 3247 ), )
10 a TFATRIFHN A 1 SHERFAE o8 B00T 2 L
HF (a,A): A x22—R", BUEAT A AT X 53
SRHRAFAE (BT D43 AS [FAT R ) SC R ARAE ) Je A
m I, TR BT AR F (a,A) ,Fi(a,A),
o F(a,A) AT R @ RTAT TS A I RHR
Fe AR v 58 o BLR ) & R F (e, A)
= [F(a,A) ,Fy(a,A), - ,F (a,A)]

E S 3.9(AT R RERAFIEAR I ) X FAE &
AT RFFN A, = (ajay---a)) BB RBEA T
NP A A o X T EATRIF G Ay = (alay -+
ay) JBE B RER I AT RIFF R Ay o AT R
JPH A, KT EBATRITHN A, W SCHRRAE AR I
IS g R AT TR I S IR AR ) 22 ) 1)
ZRRAEARRUE R SE 1, BP

sim (A Ag A7 AG) = - D EI(F (g A7)
k<n

F(ay,Aq))

LRAE 3.5 (A A RFEA B ) B X 3.7
(EESEFRAE A AL ) AT L 3.9 (IR AR AE AH 2
PR ) BT — 20 T8 Ak B i D0 AT S F B X P AT
AN RTR G R (R E 20 EUEMERE BER) o

FE X 3 10(AT AFHIEA L) AR 4 E
FHEAATRIF A A, B2 B n AR 285
TTRFIFFIR I BY Ay = (AT AS - A o S
VERCE A, W— AR HAT 0 550 A, BB R B
n AN AT FIF 5 R B, B A, = (A,
Ay, Ay (A XERLAD) WA, 56T A, fFRFIEAR
RIME T 5@ S P A 43 A R AE A B | % B2 AR
AEARLU I N S IOC AR A AR B2 B £, B

sim”(AY,A;)  sim"(A),A}
Sim(AO,AI) _ z(blm( k k) +blm( k L)

k<n n

sim'(A‘j,Ai,Af,A/l.)j
hzk n(n-1)

ZU, 3T 3.3 (fin b 25 L i) AIE

2018 £3 B March,2018



?@Q%ﬂ‘#ﬂ. Journal of Library Science in China

SC3A0(AT A FFAEAR R B i), IR ik — 2B
S FT R i e B AL 22 A

EXL AT NREAESE) ATESE
— MNP HIFIIA, BE T o n ARSI
TTRFFIR AR, X TAERSE N —A TR
FFHIEA = (A Ay, A L Hd BT R
JFHNA, e A5 A, FHVCES, BVERFEH n DA
FRN AT AT AL, TSR A 2 LT M
NG R DA AT 7 5 B2 A BE AR AU 07
P RIFSIA, B (0, ) IRIFRRAA G 4k

(D) FRAEAR I . A RS hT R P 5
A, SRIFPEATHIF A, 06 & AR BURRE (2
FEAI AT RAE E ZFFE A OCHRRRAE ) |, B

VA, e A'—>sim(4,,4,) =w

Hrr o Ry P38 I BESH, 125
T T AT 90 5 P AT 91 22 ) ) RRAE
AEARIE , (45 e o 3 ¥ LA 3@ 3k R A0 43 A HE Bk 3
et R 5 4, TR AS P A5 20 7 910 8 5

W (BN S BB HAR) .

() fhr &4tk A T thAT R 75 e
RO AR P BUR I B i AP (B WP
e E, HP" CP) & A 8Us M 47 1) 5 5% 7
& Bp

Vp* eP"—exp(p” ,A,)/exp(p”,
A, UA ) =w

Hrb o NP BE W BEES R, %A
flr i & e A HEBR D47 0 P S B 32 T
ME LA P32 14T o Ji 91 4 vh 350 P Uk
Pl 5 i -, DA T £ T 7 A Ay i e B R 14 22 4
PR (RS DMBGEL . BAR) o

LA b 11 A7 SOR R T T o) 5 T A T P
PIAT A RGP AR AL &) 2 Fl 3R T 3k 8k 5E L2
M BZHOC R, ERAND E X 3.1.3.4.3.6 Fl
3.8 i B BLR R, 1T A S SO 4 B )
HENLAE X SE PR R b BT RL, An e o A b 2 1
T R SR R SR Mg 1) G B

2331

ik | |[esa|sene

| [ocs [ &ame

| [2xo8] xmue |

e mamr | [2xss

a7 |essenn) |29t

B T

ﬁﬁ%ﬁ;ékﬁxam

ﬁﬁ%&ﬁm|

2 RRFAEEIE XEEBEX R

3 Eikigit

ST 2 /N R AR P AT R
P S B AR I A 5 P I R R S S B, A AR A
AR o (R S 3. 11) B9 O A3 IR 45 1R
F, ATLAE 5 2 /AT B BB B DL 4547
NFFIN BT A, SR, T RO B AR
FUEAT A P 91 2 B I T 2l 285 3R R B33k LA
— UM AT P R i A e R B AT R
FEB, SRt , A 14 5 BB o LA BRSO R 4
AGE PR (BB R A ) RS AR AR R
7 S R AL — A 2 T I A AR 55 3 SR I B AA SR 1k
R4l a0 7 i R AT 1) 3 S0 1547 0 e 8 (L 4

EEm+mE £ =mMHE Vol 44. No. 234

HATRIFIVFNAT R IF 51, 4636 A i — 2R AR
f Dl 1 A5 A 5535 5K o SR T, 8 Ak BT P 4 24
V45 i 5537 SR I, B 0 TGk 4 AR M I
PRI N A, R, 3005 SR - T Ak s
( BRIV DA P 224 1 T 45 A 55 9 SR A T DR iR
A R AR (9 D SR 75 1 2 B RASE B
ZEAFL AN 25 1 22 1R A5 I 55 34 R Y Pl it
)R ) | (H R 2 A i PR AT R 13 51 REAR - 3
IEAE SO 3.1 YRR, 0L 1 ik T 3AT]
R LA

B, B P ST B AT o BRI
— 4L P A5 23 A R A A R A Ml 2 T 5% 14 £ 14
PAT ML A (A 6) 885, BBEREES A"
SRR o) 16 R AESRE AL O



RERX B B AEC AFE KRRL.HFEBEAFNTHRTRMARPESR
WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong: A Framework for
the Protection of User Behavior Preference Privacy of Digital Library

Bk LAY A P EBAT A — A EE TN
Hron:
OF £ i & B H 478 F 714y =(A) A3, ,4°)
QF EWEBTHFI A, Ay, A, HA A, =(AF A oAby
QR FUMEHITH o PR FEEEETELP”
Bl — A EBATH alad, e a A ERWAT R A Ay, A,
01 %EA
02 FOREACH A, € {A,,4,,-,A, } DO
03 EFHAFPEENHESE, BEEd d, 1 dy TE R AENEDHEALE
04 BRAFPAAFI Ay FERFATH o AHANE LR NTHTF R A A
05 REPEAT
06 %EA—|alVp* eP* —Re(a,p*)<ONEJ(F'(a),F"(a’)) <d, |
/o R —A 5 R P EAT N A & EA U TN IAT HELE «/
07 FOREACH a € A'DO
08 IFY,IF(al,A%)~F"(a,A") |>d,THEN £ & A'A'-{a}
/ow PlRAERE A SR AL AT kA «

09 FOREACH a €A'DO

10 TFY, . EJ (F(a?,A%) ,F'(a,A"))>d,;THEN % & A'<—A'-{a}
/ox Gl E AP R AT DAY AT h B +/

11 BB dyed, - 2, F dyedy - 2, F dyeds - 2

12 WHILE A" # 0

13 RE&ES AP HALSS of 180 KRB IAT N T 5] AL 5 — AN FT M AT

14 HBA—A+{a}
15 RETURN A’

Fromfoeskd () 7 2155 8) s 38 , BIRES
AR SRIPATHN o] TEREASCBRRIE_E A AR
A PRAT AL (T4 9 iR 10) iR f5 , AT
PO AHE | SRR RO RFAE 2 5 ] P A7
N BEARL A Dh AT i e 5 A" P BEAL PR — A
110 ay NERX R P YT R o) 89— h1T
N CER13) o e B b, G0 SR 2 R AR A
ALLTHR A (RO TET 4570 A0 AR AR L | 3% B2 4R AR
oL, DL BORHRFFIERR B ) B DA AT M e A' s
(VR 12) B3 P BICRR AR AH L2 2% 1 (3
L) IR BRI R — L R SRR Th AT
i, b PTLLE Bk 1 e RN i E
B, B T R RS A, PRRIE T 215 B[R] 1Y
iy RO TR A 3 AR A 13 BEAT T REALIRAE,
BRI 2 T S R IE R T 1 4 e (R

WILEE 5 AN I oA i) o A T O S A
B 1R BE AT A s SR AT A (RDEE R 12
AR AR AL N H) . WER 1WA
i T s O A AT o R 5 A5 e LS R
T30 P8 i w B RE R BE, DR, B0 1 g
MEZE R O(m - 14,1)

4 ZWIFE

4.1 SEEHER

AR /INAT B AR B0 AT AR P B AT R i e B R 1
PRI A R BT R A R A S
B 2R, T RASE R, X HEA
2 R X 7 B 1% T 5 0 e Al 55 A ] 5 ) s AR 55
J T AT EARE , AT T RN R A 0

2018 £3 B March,2018



?@Q%ﬂ‘#ﬂ. Journal of Library Science in China

100 432380438 1 B 5 IR 5510 5%, IF Sk B o7 432
FROPRIET 1000 253 BEIC AT 00055 B e
SRRV PAT RIPSHEE R 2 000, B AR BE 1Y
Bl 24 T AT R IR YA T R F eI L) o

FSC H B — % 1 A3 0 P B9 15
ARG BERD O B AE ZRAR R | HL S B 38 A7 38 K 6
TATNIRIFAHSCEE AT R 50 AR RRAE A7y 3% S
TEANAT g TG RRAE 55 R B MET S B, SRy Uik,
T BRI 5 A AN TR R 0 BE AT A R B SR AT
BE, FRPUZE R B SE T k, BHEFER
B FH A — 4% B A 0 G ke 0 S (RPN YE AT
SRR AT R ) A H N — A LR E A, R

I (BRI P AT 28 & i BAR B AE B, T
R REL, T REAT AR A O B bR
B30 Pk P EEE B E R P AL
T2 45 B 3 (40 Bo #2#H4E B1 iR
g DO BUA IS ) A @AT MRS P, 4R
J& , ABA 4325 1 Sk v (R A A AT R R 4
AR & R B (AT S Xt o7 P A e et o L S H
) o MEFAT AT AL R A (F X 3.4), EH
TR T A UK A TR AR,
T TFAT R ELRHT PR AL (G L 3.6) FIOCHRRRHIE
PR (RE L 3.8) , TS R T 47 0 M1 B e g 45
FEWIZSHRIE,, 3R 14510 T 30 S pR AR SEE T 7%

F®1 BEBTAHRHWEEIRAE
7 4 B %k 2 R 7 0 B % 7 & B 1A X
47 MR AR 2 Re(a,p) : 3 & O(ATH a FBTRFEFp);1(FN)

Fi(a)  HH K&

O(NFOS5HF);1(05FELT)

Fi(a) Uk

O(/ME) s T(H ) 5238 30) -+

Fi(a)  HHiEF

0(#30) ;1(FX) ;2( HX) -

Fi(a) : B S04

0(/NF1070);1(10 TE 20 ) -+

Fi(a,A) : B4 5
7 & B AE

Al AR HIEHE(TH)a R

Fg(a,A) R T

FFIAFRETRE(HFR)p T HHE

Fi(a,A)  HHHE
1T K R BRHEAE

Fol A e HIES(TH)a Bk

Fi(a,A) R E

FFIAFETRE(EF)p AT AHE

WA, SCEA B AT REML B LAEAT A,
BEHL T, O B2 iE % (Dl B0 B i S ) T o6
IER 1 P 5 2 e AL L), (R 2SR D AT o P 31
FEESRP BTN 5 — 20 4 AT o 5 T
N EAT R — B, X IRA 551F PR
14 LA PR D i R AT LA, 330 PR O 3k 8 T vk
FEAIZEN X H B A E S Y, e S AR SOy
RS AE AR [ (1 28 G A5 0 R e AL 7R | i LA
SARSCO B BT AR (PR AR, 55 5 /N
AT T PR AT b AL ) o s, BT R LA 2
JH Java 55 58, LU SETENC B A Intel Core 2
Duo 3GHz CPU Fl&e K TAENE N 2GB (1 Java
RERIBLES (MA 1.7.0 07) _EHAT,

EEm+mE £ =mMHE Vol 44. No. 234

4.2 SEUGEER

F g — B AEAG A SO B BT AR AR AT R
X PR P U R A RO HE TS RS, 3 LA A
BBRE" (BHEN 3.3 M), LI & sk w4
P* RTATHITHNERA = {A), A, A, | IREE
JBE Bl max, « .« (exp (p™,A4,)/exp(p”,A")) .
AR B (RN AT R B R Tk A
MEMAT T B A A v B4 T P 0% 4 D
U o 2 L S AR T R ARG B B R A 1 Y
AT R 7 BN R, 250 AT R R A A T
2000, SEEGITAGEERANE 3 PR o, FE
2T AR R TSR 0 P U it (M =
1 M=3FfM=5), IE 3 0] LLF Y, ATk



REK B OB OAEC
WU Zongda, XIE Jian, ZHENG Chengren

AEE BRRA.HFEBEBFNTARERAMRIFER

, ZHOU Zhifeng & CHEN Enhong: A Framework for

the Protection of User Behavior Preference Privacy of Digital Library

A IR AT A e 81 RE AT 280 5 SR B e 114 2
PRI HOX R e OR A B 5 DT e
SV TEAR 5G| A 2 Fifl 4 S0 O e 0k ) i 78
A s, A EE T AR SCT7 i, BEALTT ¥ A2 A

HBOARTEARSR) |, I HHACR 23 Bl 4 802 d 1 K
SN AL 22, J5 2k 9 e W R W BT ik o
A ) D AT S R 81 5 P LS AT D S AR fiE
AARMEAR 22 , (A e 017 5 i ik & R B XE LA

B 1T N BRI AETE—E R E LRI EURIRG AR ARY H P SRR 4
B 7 EE AR (HRR e MR 22 (BRS04 R P9
0.7 0.7 0.7
o] Ak o ] N I 5
L Y —e-HAlyE | R -@-fEHLF & \ -@-HiHlL Y %
£ 05 {ms 0.5{m> 05 {m
Eo04] “w 0.4 @& 0.4 - N
%03 % e 031 e 0.3 - * e,
. .. : - : ~e--
0.2 1 ®-e| 02 ®l 02 ¢
M=1 M=3 M=5
O.l T T T T T 0-1 T T T T T T 0.1 T T T T T
123 4 5 6 7 123 4 5 6 7 1 23 4 5 6 7
WARFATHFIHE
3 ARERREFEEEETMY

S GV A SOy 2 AT N
S5 AT R 51 Z 8] A RRAE AR (LS, 3k BT
FH“AT RFHERI " (2% X 3.10 4 ) | LA
JERT P A = 1A, Ay, A RTH
FUAT NI A, B CRRAE AR PR, BD minAkeA,
(sim(4,,4,)) o WK, B E B MEE, B oy
SE{E AR OR R W T 3 OUE DA TE A RRAE 43 BT
MATHFANEE (A} UA TR EBLH P SEAT R,
T R R T P AT A B AL 3 1Y
PAT R e 5 K, SEde v, P SR e 4
BEEH 5, SERATALERME 4 Fos, Hrb, 7K

ZE AR 7R D7 I N RS P B Al s 1) D AT
NPV (M=1.M=3 FIM=5), WLIFH,
FH T RERLIT k& ARS8 T A i) D AT 0 37
R L BB AR AR AR R . LA, AR S5
TEA U DR AT o 7 51 5 AT N PP 8 22 18] ) 45 AIE
FRUEEHEIE T 1. 0, RV 5 HAT i B A BL A 45 A1
(R MR SRR AE A OCHRARAE ) | I ELID
FEAEONAT A 9 5 R B e A BB B O T
X o R L — B AR AR L T T B B
DT E R Th AT 9 5 AT A T A 2 T
WARFEARRIPEAR T 0. 15, Bl R AR A SO v

41.00 1 1.00 1.00 |
j} 0.97 0.97 - 0.97 |
! KX F KX F K
#10.94 1 0.94 1 0.94
#0151 g _ ~e-Hifl 4| 0157 g _ —@-i L7 | 0.15 .., —@-i L7 %
] e 9N i e Y | e 9%
0.10 _ oo q_g| O - oo q_g|00 . o oo
0.05 +—+———————— 005 +———— : —
S QO D © O OO O O DO © O O O S QO D © O OO
TS E PO N RS S

B HAT A 77K R
4 HIT AR FIFFAEAR LI ITEAG

I =R T RMAA SO A B 30 ZARRHEE R A &, fib 1 57 b AN EC A A T
AT X P EAT M BRIERCR . SCsdkit 7 Jyrh Pkt i e rTRERY ELAT . SRR =4

2018 £3 B March,2018



?Qﬁ%ﬁ‘#ﬂ. Journal of Library Science in China

Wy, OF—dHS IR FIRAT WAy — 50 AREBIE AR, AT LUE 0 TR 5 2 R
ML AT R B (RN T AR RO — AR DT, BIEEAE IR I & 09 Dh AT D0 B B, 3
1o, R RFE NZEAT WG fT & UIREA S b - Bty o el
) MR RBERRE AT AR SRR BRI AR AR B 23 A3 R A | 5k A S K R AR
ATREMEAT N . Q5 SRR AT N Ry R PR B R AT N B LR B S R T
H— IS AT AR (A AR 1 O(RIEERL O 1T o BTRIB ROCRFEAR L) . M
—DEATRHFI, HARY RS TS 0 T RENLS 25, A SCr ¥R B A i th A R 2 8L
WA & BELR & T AT B A RFIE AT AR L TR B WOR « 7 B T8 P47 i 4y
R FFIN R E SRR AR, PRI T REAY AT . 5 ATRRIERS, PEA 2 4R EAT N MR S DA AT
= SRR BB AT R AT R SR A Ry ORI TG IR S HE G AR B AR 2545 5 IR
H—ZINVMSL AT R I (RN RSB AT A R AE SRR AE A IR AE IR, DA
YEAT AT BTN ) I FE B nT RE R AT FUARMELU Db AT O S PR P B S AT O
NI SENE LR G S AT AT A AT RAE L ZE b i T AR SO A I AR R DR AT O S R AT
() AT g ] ()3 SRR LA SR [RIEAT O OGS AT ARG A R AR AR RLBE , o 75 DF A0 25 X LIAR
HRARAE . SR PPAGAS SRANIET 5 Fos  Herb 180 SR RRIE 2 A £ P AT DR, AT S B L fR
ZE N AR /R VA B 5 R AT O REAE B AR R B B TUN F AR

PR R R AT D ) S 45 2 S R B

ﬁ‘g‘ 1.0 1 Zi‘Xﬁﬁi 1.0 A P 1.0 1 o-0-0--0-0--0-0
0.8 1 -@-HH 7% | 0.8 .“*~o-,_,._‘ 0.8 - KX
'Y Lo
% 061 ‘g 0.6 A% | 0.6 ~@-Hi L7 %
0.4 L SN 0.4 ] ~@-HHLTE | 4]
#o Te_o| - S AT REAE
0.2 0.2 {2 FFAE 0.2 {3 4245 4F
00 2 FHAE 00 LESHE oo EEEE
Y1723 45 6 7 123 45 6 7 1 2 3 4 5 6 7
HEBATH TR S E

B 5 hiTARIRBERRITM

B 1004 4 R A A0,
5 4TIt T3 B T 2 S BRI T 3247 6%
SRR T 5 (R A S B R o
WA 1N IORERI LR D TR s i i 0 IR 5 TR FEPUSEA = (4, ,4,
PAPRBII E—RAWD T JERBO | e e
ARSI Ty, (LRI TR AR ARG ) o s srritie.,
SN 2 LA AR SR A R L £ L e S
B TR 7 o T A I 4 28 T S
T B S5 RIE R R A s g Ao IR M R A AR AL AR
FICEEE] A, A, Ay, A ) o o, T fi i T H A PR S p” WB e LR, i T A R
Uk HI T % P AR 2 SR B i I A A B AR P AT
SR CIRIUR S R AR SR ) JFELE I AR R IRIRA & I R AT

EEm+mE £ =mMHE Vol 44. No. 234



REKR

235

AEE BRRA.HFEBEBFNTARERAMRIFER

WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong: A Framework for
the Protection of User Behavior Preference Privacy of Digital Library

Ml (AT AR SE X 3.1 HHEAR 5 SRIE B 58
W3¢ S 4 MR 2 P B U B 4. BT
PP BT — U o p ™ FEA TP SR ER BEAH L T
A, THREECEH BRI 4 /M H
SEITEAG ) | T LA 50 i 4 055 0 S ok 4
M AR N, AR FR B 1/ (m+1) , Heh)ih
Wi, Wy 2 RS P BT RS A, it
S LS I H P SR B p

() WHHEREIRES A T P ST
NIFSI A, W7 ML, 2o H AR 3 2 56 R
“HPESAT TP SR A RN 51
AT R 2 S R AT A I WO A AR P AT
RIFF, SR, BT AR SOOI T AR 3 PR AT R
A5 R P BT T EA R B AT X
IO AR RN SE AR BT LA, Tk 3 ok LAAR 3
F7 R 5 51 B0 A [ 8 i L X 43t 25247 Sl R
G, WeAh, T ER T FEE N AR,
MR RERRIEAT ] 01 A, B9 T 91 =22 vl ir 3
I (0 G BRARRAE S X 43 P B SCAT M T4, ]
SEAEAS SO 1 A 3 9 4 A DR AT R B R, R
[R2& 50 09+ 7 5 Z [t 2 A 5 H P AT R P9
BB G B AR AE T LA TSt 35 A LA AR B2 AT
NS B SETBARAE X 23t L SEAT A

(3) Wik B ARWL T 1B ATHE R S0 P AT
AR IR B BRI AR I 75 % 0 P B
SATRITEN A, W7 BURT, Tods A o] DL Sk 4
GA PR T AT R o A AL AL, A
A B (m+ 1) AT R, EHE A = {a),a),
a;,apt (Hod el e A A, e AT . BRIE, By
HA BN A PIISANTNIER o, K5
SN P47 R i - 47 8 BB 5 i Hh AR 19 AT
HIER AL —{al o WY, MR o) 25
ELSLAT Ry, 1T DU A D BT AR A,
IR, SXRER 2R 23 5y, R 7 P i A
PR BT IR RN — RS
LAY (L5 1 BB TR 3 R 13) | B

YA, BRIV i AR ) B4 540 s 2 i i A 1)
OES

Zi bR, BRI A ERE FE TR
SRR, fEL 2 Xl DA IR 55 i P 32 5 9 D st 1) 43
553 R AL s R TR P S T AR R 553 oK
o P BRSNS i 4, AT AS SCT7 1 B
AEIFNBRA L P, S TTS A 1/
IS RT I A8 28 AP A P s R0 A el
BRI T A Tk, A SO A A LS
PERE , BELEAS IO BUAT B0 B A3 10 °F 5 284 (A
AR B 1] A5 I 55 50 A s P e 5 o
P AL A e 55 R TR T, B PR As 6
PP AT A e R AN T (5 I 55 o) 2 4k

6 BERE

SR T —ABCF B AR P A7 0 i B
FARAPRIPRESUAR Y, 2 HE BB LR H 2 T
S AR 2R AR 3 7 T g S P A
55 3R (B AT o) KO A T — R 80 LR
MERE BT DUBRELEC S P A7 8 15 )
O BB AR G T S B S AT R TR S5
BAE T 07 WA O, BIVRE A AN 450 H T
AR AR S5 A S TP il PR A A B AT T
B R PP AT DA i e B R A T A5 IR 55 4 i 14 22
A, SR, I I T AR A7 75— 26 ) gl o5 22 ik
— BT, — AR S E T — B4
TP AT N B RL PR AP HE SRR K7 P 3 41
PUT A R Z R (B BT R AT N
S5 AV TERERURE SRS S 25 26 1 P AT BT
BUAR R 19 B BA DR 47 3805 i A o ok — 20 TR fF
Fo Z ARSCEA VISR AR P AT M B
FAGRAP A B BB SC B IR, K0 1 A3 0
f1% FH P 2 s S I 2K 2 R CANES Bl 7 2 3 0
Ve ) AT S BRRRRAGR 3P B P &
i (4 TC A8 X B AT Fp it — 2L S

2018 £3 B March,2018



?@Q‘Mﬁ#ﬂ. Journal of Library Science in China

S 30k

[1]

[3]

[9]

[10]

[11]

[12]

[13]

[14]

=¥

>y

SEL, AT, B AR RBAE A5 3R T 1 P R AR A B R SHIERT S [ )] I’ FBIRIBIR, 2016, 36 (4):
57-64.(Yi Hong, Ren Jing. Empirical study on library users’ privacy leakage tolerance under the background of
library big data service[ J]. Library Tribune, 2016, 36(4) :57-64.)

AR, BRI B EH ARG SRR R [J]. WH TAES IS, 2014, 1 (12): 56-59.
(Peng Huajie. The privacy crisis and protection of library readers in the big data era[ J]. Library Work and Study,
2014, 1 (12): 56-59.)

ChibEss  WREL. T IRBC A= A R I 1 T3 B RA KUR A 3 S5 (R P AE SR A 2 [ D). B, 2016 (128)
62-66.( Ma Xiaoting, Chen Chen. Construction of the privacy risk management and protection framework for li-
brary readers based on big data life cycle theory[ J]. Library, 2016 (128) . 62-66.)

GEFY, FEHRAL, EHSPAE. LR KA B AE RS AAE BRI BRSO T B R [T, A T AR,
2016, 60 (12): 62-68.( Wan Ling, Huo Yanhua, Ma Shoujun. Text analysis of personal information protection
policies of ten British university library websites and its enlightenment[ J]. Library and Information Service, 2016,
60 (12) . 62-68.)

Han Z, Huang S, Li H,et al. Risk assessment of digital library information security: a case study [J]. The Elec-
tronic Library, 2016, 34 (3): 471-487.

HRAEE, i, R L. D P T A AN BRI SE R A I [ )] B4 RE A, 2014 (12) : 98-
103.(Shao Zhiyi, Yang Bo, Liang Qifan. Integrity verification of outsourced digital resources in cloud computing
[J]. Library Tribune, 2014 (12) . 98-103.)

EEEE AT, W, BFEE B E B R E U AT [ T]. BB ERF ST, 2015 (10) .
34-36.( Wang Biqgin, Ren Jie, Feng Yanping, et al. Analysis on the safety threat of user’s information privacy in
digital library[ J].Research on Library Science, 2015 (10) : 34-36.)

Wu Z, Xu G, Zong Y, et al. Executing SQL queries over encrypted character strings in the database—as—service
model[ J]. Knowledge—Based Systems, 2012(35) : 332-348.

Wu Z, Xu G, Lu C, et al. An effective approach for the protection of privacy text data in the CloudDB[ J/OL].
World Wide Web[ 2017-08-01]. https://link.springer.com/article/10.1007/511280-017-0491-8.

Wu Z, ShiJ, Lu C, et al. Constructing plausible innocuous pseudo queries to protect user query intention|[ ] ].
Information Sciences, 2015 (325) ; 215-226.

Wu Z, Li G, Liu Q, et al. Covering the sensitive subjects to protect personal privacy in personalized recommenda-
tion[ J/OL]. IEEE Transactions on Services Computing [ 2016 — 10 — 08 ]. http://ieeexplore. ieee. org/
document/7486070.

ROk, SRR, Hkam, GF. DL EECRBE A LR R A e B AR [T]. AR, 2010, 36 (4) : 17—
23.(Li Donglai, Cai bing, Jiang Yongfu, et al.Protect reader’s rights and interests in public library by rules and
regulations[ J]. Journal of Library Science in China, 2010, 36 (4): 17-23.)

T, WA S R AR GR AT BOR R A 507 (0], P E B 6 544, 2016, 42 (5) . 102-115.
(Wang Qiong, Cao Ran. Investigation and analysis of the data preservation policy in British universities[ J] . Jour-
nal of Library Science in China, 2016, 42 (5). 102-115.)

ST, SKHTT, RIH. AR BRI AR I S AR (] R, 2012 (6) : 839-842.

m+mE F =M Vol 44. No. 234



RERX B B AEC AFE KRRL.HFEBEAFNTHRTRMARPESR
WU Zongda, XIE Jian, ZHENG Chengren, ZHOU Zhifeng & CHEN Enhong: A Framework for
the Protection of User Behavior Preference Privacy of Digital Library

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

(Zhang Xuemei, Zhang Yanfang, Zhang Yang. Tort performance and legal protection on reader privacy of library
[J]. Information Science, 2012 (6) : 839-842.)

Mouratidis K, Yiu M. Shortest path computation with no information leakage[J]. VLDB Endowment, 2012,
5(8): 692-703.

Khoshgozaran A H, Shirani—Mehr C. Blind evaluation of location based queries using space transformation to pre-
serve location privacy[ J]. Geoinformatica, 2013 (4) : 599-634.

M, AR/, GRS S5 BT OGHRR A3 A H ME 28 R RR B AA R AP Ik [ ] HBEHLEA, 2014 (37)
123-138.(Tian Feng, Gui Xiaolin, Zhang Xuejun, et al. Privacy—preserving approach for outsourced spatial data
based on POI distribution[ J]. Chinese Journal of Computers, 2014 (37) . 123-138.)

Zhang F, Lee V E, Jin R. k—CoRating: filling up data to obtain privacy and utility[ C]// Proceedings of the 20th
AAAI Conference on Artificial Intelligence, 2014.320-327.

XuY, Wang K, Zhang B. Privacy—enhancing personalized Web search[ C]//Proceedings of the 16th International
Conference on World Wide Web, 2007:591-600.

Chen G, He B, Shou L, et al. UPS: efficient privacy protection in personalized Web search[ C]//Proceedings of
the 34th international ACM SIGIR conference on Research and development in Information Retrieval, 2011
615-624.

Shou L, Bai H, Chen K, et al. Supporting privacy protection in personalized Web search[ J]. IEEE Transactions
on Knowledge and Data Engineering, 2014, 26(2) : 453-467.

Narayanan A, Shmatikov V. Robust de—anonymization of large sparse datasets[ C]//Proceedings of the IEEE
Symposium on Security & Privacy, 2008:111-125.

Juan V, Josep P, Juan H S. DocCloud: a document recommender system on cloud computing with plausible deni-
ability[ J]. Information Sciences, 2014, 258 (10) : 387-402.

Shang S, Hui Y, Hui P,et al. Beyond personalization and anonymity: towards a group —based recommender
system[ C]//Proceedings of the 29th Annual ACM Symposium on Applied Computing, 2014 266-273.

Josyula R R, Pankaj R. Can pseudonymity really guarantee privacy?[ C]//Proceedings of the USENIX Security
Symposium, 2000 263-279.

RERK BMRFBEIFPRENTELLATOHRK (FHHL), ML AEFH, iz B

M 325035,

WO BMTFIEEEAPCHESTR, i BN 325035,

ki~ BNXFHFLEFRELIBFRMALAL AL, iz EM 325035,

JHEE BN K FEBIERZ RS 24T, SR R, AT BN 325035,

BriRLL FTEHAFHAXFHAIHZEIRAFIHRAR(BEEAE), HLEFH, €% &

fie. 230027,
(ks H #H .2017-10-03 ;{2 51 H #H.2017-12-10)

2018 £3 B March,2018



